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The Director of Central Intelligence 
Washington, D.C. 20505 


National Intelligence Council 


NIC #00119-89 
31 January 1989 


MEMORANDUM FOR: 
FROM: 


Deputy Director of Central Intelligence 


Julian C. Nall 

National Intelligence Officer for Science and Technology 


SUBJECT: 

REFERENCE: 


Comments on STAR Report on Technological Surprise 


Memo for DCI fr C/STAP, dtd 3 Feb 88 . Technologica l 
Surprise - STAR Working Group Report 


25X1 

25X1 


1. At the request of Bob Gates , I 
of the Intelligence Producers Council), 


met with 


(as 1 

1 fas Chairman of 

Committee), and 



(as 


25X1 

25X1 

25X1 


Chairman of the Scientific and Technical Intelligence Committee) to discuss 
the recommendations in Attachment A of the reference. Our report to you is in 
three parts: some general observations about the STAR report, comments on the 
seven specific procedural recommendations in Attach ment A to th e STAR report, 
and some additional ideas for your consideration. 


25X1 


2. General Observations. 


We find the specific recommendations made by STAR to be valuable and 
thought provoking. We believe that many organizational functions and 
programmatic activities are already in place to do much of what STAR has 
recommended. However, strengthening these activities via examples, better 
definition of the pr c^hlem. and clearer focus is a starting point for reacting 
to tne STAR report. 


25X1 


We are presently making direct inputs into the DoD process via rotational 
assignments of Intelligence Community analysts to the DoD acquisition 
organizations and participation in periodic reviews of IR&D programs of major 
DoD contractors. Making these more effective in causing a “blue review" and 
infusing more creative ideas on other than mirror image countermeasures 
requires some commitment on the part of the affected DoD program offices. 
Through competent support an d insightf ul intelligence presentations the 


Community is making inroads. 
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3. Comments on Specific STAP Procedural Recommendations in Attachment A. 

(1) We believe that this idea is good in principle, but not in practice. 

We anticipate that such a group would quickly become isolated and develop 
an elitist stigma. We do, however, believe that the objectives of this 
idea can be achieved by folding them into the STIC Enigmas Working Group 
mandate; see (3) & (4) below. 

(2) We believe that this is a good idea. The Chairmen of STIC and WSSIC 
will discuss the idea with their Community representatives. We suggest 
that only one person be assigned initially for three to four months 
(probably stealth should be the subject), and then expand to other 
subjects if success warrants. Senior level management at NSA has agreed 

with the idea. 

(3) & (4) We recommend that the charter of the STIC Enigmas Working Group 
be expanded to include technology surprise, to include issuance of an 
annual technology surprise report. Inputs would come from all of the 
STIC's working groups. 

(5) This has been tried in the past without success. We judge that such 
an effort is expensive and would be difficult to sustain, with the press 
of business dooming it to failure. We note, however, that there are 
indeed a number of "maverick" analysts around the Community, and they 
should continue to be nurtured. We just do not believe that such 
activities should be formalized. 

(6) We believe that this is fundamentally a good idea. Conferences have 
been held in specific areas, and this will continue. But changing 
conditions in the USSR and a new Administration argue ^hatif we do hold 
such a conference as recommended it should not be before mid-1990. we 
suggest that the NIO/S&T be tasked with surveying new policymakers during 
the year, and then making a concrete recommendation regarding the scope 
and utility of such an endeavor. You should be aware that prior 
experience argues strongly that two key ingredients for success are 
DCI/DDCI personal involvement and support, and a full-time person assigned 
for about six months to organize and manage the conference. 

25X1 


4. Additional Ideas. During the discussion we surfaced two additional 
deas not contained in the STAP report. 

believe that funding for improved and new analytic tools would be 

the single most important thing that the Community could do to guard 
against technology surprise. In our view, funding for ^T analysis 
tools continues to be grossly inadequate relative to collection, siic 
was moderately successful in the recent 1% initiatives funding 
exercise, but we still fall far short of what is needed. 


SECRET 


25X1 


Approved For Release 2009/10/05 : CIA-RDP91B00046R000300410001-3 



cptrftI I 25X1 

Approved For Release 2009/10/05 : CIA-RDP91B00046R000300410001-3 I 


- We believe that the Community's concern about tecMolo^X^urm^e^ 
«;hould nnt he solely w i t iLJthe^^pyielJJnion^ 


c iiq anniaiiH ^TAP foc this TeDOct. We were especially struck by the 
very ireativ^llst ll Attachment B Sf the STAR report, and in^ 
list receives wide distribution throughout the Community. I will be h appy 
discuH this subject with you further at your convenience. 






Julian C. Nall 


25X1 


25X1 


cc: C/IPC 
C/WSSIC 
C/STIC 
C/NIC 
VC/NIC 
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SUBJECT. CommEnts on STAR Report on Technological Surprise 


DCI/NIC/NIO/S&T/JCNall: 


(31 January 89) 


DISTRIBUTION: 


Orig - Addressee 
1 - C/IPC 
1 - C/WSSIC 
1 - C/STIC 
1 - C/NIC 
1 - VC/NIC 
1 - ExR 

1 - NIO/S&T File 
1 - NIO/S&T Chrono 
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The Director of Central Intelligence 
Washington, D.C. 20505 


National Intelligence Council 


NIC #03437-88 
15 December 1988 


MEMORANDUM FOR; 


Chairman, 
Chairman , 
Chairman, 


Intelligence Producers Council 

Scientific and Technical Intelligence Committee 

Weapons & Space Systems Intelligence Committee 


FROM: 

SUBJECT: 


Julian C. Nall -r l. i 

National Intelligence Officer for Science and Technology 

Report on Technological Surprise by the DCI’s S&T 
Advisory Panel 


1 Attached for your information is a copy of the subject report which 
was sent earlier to the OOCI and DCI. You will note Bob's comments on the 
copy of the cover sheet. 

2. During a recent conversation with Bob, he requested that the four of 
us get together to discuss the report and make specific recommendations^to him 
for^possible action. With this in mind, I have asked my ^ 1 . 

touch with yours to set up a meeting for us during January. I look forward to 
discussing your ideas so that we can respond to Bob s request. 


-"Julian 


C. Nall 


Attachment: 

As stated 

cc: Bob Gates, DDC I (w/o att.) 

D/OSWR (w/o att.) 

ES/STAP q(_ by SIGNER 

DECL OADR 
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DIRECTOR OF CENTRAL INTELLIGENCE 

Science and Technology Advisory Panel 


STAR 88-0004 
3 February 1988 


MEMORANDUM FOR: Director of Central Intelligence 

VIA: Deputy Director of Central Intelligent©^ 

Director, Intelligence Community Staff^k 

SUBJECT: Technological Surprise - STAR Working Group Report 


1. Ruroose This memorandum reports the findings of 


a STAR working 
that examined 


group 
the 

question of how intelligence could be enhanced to reduce the likelihood of 
technological surprise, with particular emphasis on the Soviet Union. After 
defining the kinds of surprise that can occur, the working group followed two 
main lines of inquiry: a review of the organizational structure and process 
the Intelligence Community uses to study technological issues; and an 
examination of some key substantive areas that are likely to see technological 
advances. The findings of the group are summarized in this report. A 
detailed list of procedural recommendations (Attachment A) a nd a survey of 
substantive areas for emphasis (Attachment B) are attached. 


2. Kinds of Surprise Because of its dramatic effect in combat, we are 
usually inclined to conceive of surprise in the sense suggested by the Trojan 
Horse or Rearl Harbor, a sense that limits our perspective to an immediate 
cause and effect. But it is no less essential to examine surprise in a 
broader context, to look at the means as well as the conduct of warfare. 
Innovations in military technology--such as the longbow, gunpowder, the 
machine gun, the long-range missile, and so on--have changed the face of 
warfare and the political map. The history of these innovations illustrates a 
range of development paths, and underscores the important point that there is 
no single way of thinking about surprise. Analys,t s must be aw are of the 
diversity of routes by which surprise can occur. 


a. Scientific Surprise Surprise here most nearly equates to 
scientific notions of "discovery." Most dramatic would be the 
unilateral discovery of a new scientific principle, like nuclear 
fission or stimulated emission, whose military applications would be 
held secret until a surprise attack--an unlikely event. Given the 
broad reach of science, it is difficult to ^edict a comprehensij^ — 
range of areas that could prove troubling. 
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25X1 


25X1 
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CONTAINS SECRET INFORMATION— 
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REMOVAL OF ATTACHMENT 
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b. Technological Innovation Equally high stakes, at somewhat higher 
probability, are associated with the technological development or 
novel combination of established scientific principles for military 
uses. At issue are both the exploitation of new scientific 
principles and the integration of different technologies in 
unanticipated ways. For example, the fission of atomic nuclei by 
neutron capture was a publicly available scientific fact just before 
World War II. The program to develop the technology for a 
feasibility demonstration of a nuclear w eapon was not (although it 
was later acquired by Soviet espionage). 


25X1 
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d. Fielding of New Military Systems Many divergences between the 
US and the Soviets in this category are already known, but their 
significance may not yet be fully appreciated; others remain to be 
identified. In organizing efforts to avert surprise, it will be 
important to focus careful attention on idetitifying potential 
countermeasures to our existing systems. In many cases we are well 

;^warp of the technologies that mi ght be applicable] 

I and we are attempting to avoid 

surprise by preparing for the possibility that our adversaries have 
expended the effort to deploy them. Technological surprise in this 
vein can also be compounded by innovations in doctrine and tactics, 
again, the main surprise would be tha t an advers ary actually did what 
we knew (technically) to be possible . 


25X1 

25X1 
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3. It is also important to emphasize the point that surprise has a 
political dimension. During a period of cold war, for example, the politi — 
impact of a surprise (as with Sputnik in 1957) merges with military leverage 
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SUBJECT: Technological Surprise - STAR Working Group Report 


as an important area of concern. An emerging concern should be noted in this 
category--the potential for application of more sophisticated technologies by 
terrorist groups. A final consideration that may tend to confound our ability 
to predict technological advances is the part played by Soviet espionage 
efforts, especially those directed at covert acquisition of technology and 
technical information. As we have seen, system developm ent times can be 
significantly shortened by such methods. 

4 . Responding to the Possibility of Surprise A program to anticipate and 
avert technological surprise should have several dimensions because of the 
various forms that surprise may take. What follows is a survey of conceptual 
and organizational steps that would enhance the intel ligence effo rt. The 
strategy behind the recommendations has three parts: 


Increase awareness, emphasis, and continuity within the Intelligence 
Community on technological surprise considerations. 

Improve contact and communication oetween the Intelligence Community 
and policymakers to enhance prospects for early action to counter 
potential surprises and to identify areas where surpri ses may be 
particularly worrisome. This is especially relevant to military 
;tnnl i r nnc; nf technolouv and the fielding of new military sys tems 


a. Conceptual Recommendations 

( 1 ) Review of US R&U efforts We would do well to review, 
systematically, US military technology development programs, 
including proposals for development that have not been pursued. 
(This approach will require a high standard of cooperation 
between intelligence and DoD and Service Research and 
Development organizations, especially with respect to highly 
classified programs, which will raise difficult questions of 
access.) Technology application programs should be reviewed to 
determine: 

0 Their potential in some circumstances to do us serious harm 
were they successfully developed by the Soviets. 

0 The Soviet technological capacity to undertake the 
necessary development, acquisition, and deployment. 

0 An intelligence assessment of the real and potential 
indicators of their current status in the USSR. 
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We should also scan our vulnerabilities with these same 
questions in mind, particularly with respect to potential 
countermeasures to currently programmed US . s.ystem_sj 


Beyond this, it will be important to have a small, highly 
creative effort to identify technological innovations that, 
though cle arly inap propriate for the US, might be rewarding for 
the USSR. 


(2) Doctrinal, Socio-political and Geomilitary Dimensions . The 
use of high technology in warfare could produce disastrous 
surprises if we rely on constraints that may be of a political 
rather than a technical nature, for example, disarmament 

treaties, nnn-prnl ifer ation agreements, or expectati ons of a 

c 0 u ntry's intentions, i 


pfechnology 

d^eveloped in third countries (not just the US and USSR) should 
not be neglected, and attention should be paid to the fact that 
surprise implications are not limited to military issues; 
economic implications are also important (as in the case, for 
example, of fusion) . 


25X1 

25X1 


25X1 


25X1 

25X1 


nrt is not enough, however, to grasp the potential for 
surprise; it is as important to increase the awareness of those who 
must act on that potential. A list of recommendations that would 


accomplish the se ob.i 
Attachment A. 


ectives at very little cost is shown in 


5. Substantive Areas Where Surprises May Occur Although implementation 
of the above recommendations is believed to be the most important action 
needed to reduce the chance that another Sputnik, ALFA-class submarine, or 
mycotoxin biological agent will take US policymakers unaware, the Panel 
believes it would also be useful to identify key areas where intelligence 
attention should be concentrated. These areas include technological 
opportunities that may be exploited in ways that would have significance for 
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military capabilities, the civilian economy or its institutions, public 
perception, or political relations in the next 10-20 years. Most scientific 
or technical intelligence analysts either are aware of these opportunities or 
are likely to become so within a few years. The Panel's purpose is to 
heighten those analysts' awareness of the possible implications and sensitize 
them to activities in the identified fields earlier than might otherwise 
occur. 


6. The specific areas and their extrapolations were selected as a result 
of interviews with leading scientists and engineers, active in research, 
development, or management. Those interviewed were not constrained to limit 
their ideas to their own fields of activity or expertise. They were, however, 
asked to think in terms of reduction to application within the next 10-20 
years. Would it be reasonable, for example, to believe that builders and 
users could plan, design, and construct systems or components incorporating 
the technology in question with a fair degree of confidence in availability 
and reliability? | 


7. In several instances, the question is not one of developing and 
applying a new technology, but rather applying an existing technology either 
in an innovative way--not previously seen or thought likely or feasible, or in 
a well understood manner--to achieve a goal not previously attained. Again, 
in some cases, it is not a new technology but the ramifications of extensive 
application of an existing technology which has been illuminated. Although 
not the exclusive target, tne USSR was clear ly the countr y of primary concern 
for matters of political or military import. 


8. A list of some of the technologies that the working group believes 
should bear increased scrutiny is attached (Attachment B). Others will occur 
to the reader or will be derived from the procedural suggestions noted aoove. 
These are included simply to initiate the necessary thought-process. The main 
application areas are in: 


9. As an aside it is worth pointing out that one knowledgeable observer 
of the Soviet political and scientific scene suggested that despite apparent 
changes in atmosphere in the USSR, including the stress on ‘glasnost , 
activities in R&D institutions will not change much in the foreseeable 
future. There will be younger institute directors, and some relaxation of 
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constraints on communication, but most thin gs, including the areas being 
worked, will go on as before. 


10. We intend to continue working closely with Community S&T officers to 
reduce the likelihood of surprise, and would b e happy to discuss any of these 
issues with you in further detail if you wish. 


Chai rman 


Attachments: 

A. Procedural Recommendations 

B. Some Technologies and Substantive Areas for Emphasis 
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SUBJECT: Technological Surprise - STAR Working Group Report 
DISTRIBUTION: (STAR 88-0004) 

Copy 1 - DC I 

2 - DDCI 

3 - ER File 

4 - D/ICS 

5 - DD/ICS 

6 - DDR&E/ICS 

7 - r/STAP 

8 - NIO/S&T (Nall) 

9 - D/OSWR 

10 - DD/OSWR 

11 - C/STIC L 

12 - STAR Subject 

13 - STAR Chrono 

14 - ICS Registry 


DCI/ICS/PPO, 


(25 January 1988) 
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